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s+ DASHLANE - Pro’s & Con’s

o Self-learn support links
o Dashlane “Threat Center”

% LASTPASS

< ROBOFORM



DASHLANE - PRO’s & CON’s
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PC Based software app — Privacy and Security
FREE & Fee Based versions
Requires your MASTER PASSWORD to activate & view your each web access site PW
Allows User editing — Helpful for CUSTOM NAMES
o Easy to edit existing app icons
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v Provides many APP ICONS for quick finding — ie, Amazon, Google, Fidelity, Walgreens
o All apps are ALPHA Sorted automatically (in a PW encrypted Vault)

v MUST OPEN WITH A PASSWORD TO ACTIVATE at START UP or AFTER CLOSING

v Reasonable learning curve

v" Few usage issues

v" Works well for about + 90% of apps selected

o Some sites have security measures to prevent auto log-in
= Examples are banks & financial institutions (constantly changing)
v Dashlane customer privacy / password violation notices — see exhibit
v Allows for Web Form info storage (name, address, credit card, web purchase receipts)

CONs

v' Learning Curve
v' Some Applications may not accept auto log-in or create difficulty to work easily
o How to determine “what’s wrong” — “why won’t it work?”



v Customer support — EMAIL ONLY / Non — premium ( $ 29.95) customers wait longer than paying
customers

DASHLANE - Provides SELF-LEARN Support Links
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DASHLANE Link- LOGINs & PASSWORDS
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& Home / Your Logins and Passwords

Your Logins and Passwords

How do | add a login and password to Dashlane?

SEP 05, 2014 11:03AM EDT

How can | edit or delete a credential?
JUL 28, 2014 06:58AM EDT

How can | add, rename or delete categories?
SEP 05, 2014 11:46AM EDT

How to select and edit multiple credentials at the same time?
AUG 15, 2014 11:01AM EDT

Finding any password that Dashlane generated on a website
SEP 05, 2014 11:46AM EOT
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News about anather critical flaw in OpenS5L technology has been making its way around the
web. It's important that you're aware of the CCS Injection vulnerability. If exploited, it could
allow an attacker to retrieve your personal information, including emails, passwords and
payment info, by intercepting communications between you and the websites you use

While Dashlane uses OpenS5SL technology, we confirm that your Dashlane data is safe:

*» Your Dashlane data is not impacted by this flaw

«» Your Master Password is safe, as it is never transmitted

« Your personal data, when transmitted, is always encrypted locally with your Master
Password using AES-256, which is not affected by this bug

While your Dashlane accounts are safe, other websites that you use may be at risk.

We built the Dashlane Threat Center to make it easy for you to leam more about the
vulnerability and how to protect yourself

« Use our Website Checker to see which websites are still at risk
« View our infographic that clearly explains the vulnerability
« Get tips on how to stay safe from the bug as you browse

Visit the Dashlane Threat Center
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OTHER PASSWORD SOFTWARE CHOICES
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@ Are You Street Smart?

Ads @
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ﬁi Are You Street
e Smart?

Get a big deal on a Honda Accord
where you least expect. In this
tiny ad, for example.

McAfee SIEM Solutions
Integrated security platform. SIEM,
Log Mgmt, IPS, DB, App
Monitoring.
mecafee.com/B2BSIEM

"Fix Windows XP Errors"
(Recommended Tool for XP)

2 Minute Windows XP Error Repair.
pchealthboost. com/FreeDownload

Medicare Advantage Plans
Find The Right Medicare Plan Now.
Compare Multiple Plans and Savel
medicare-providers_net/Apply

Looking to create an app?
Native Android, i0S, Windows
Phonel We design & develop apps
for you

immedia.co.za

PCl-Validated P2PE

PayConex Point-to-Point Encryption
Protecting POS Systems From
Fraud

www bluefin com
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LASTPASS

Very strong — Top 3 competitor (features, platforms, support — email)

FREE version — (premium is $ 12 per yr / adds smart phone sync + priority email support)
Lastpass is a cloud based application using encrypted software at your pc before passing
passwords to company servers for storage.

Unlimited logins

Auto generates passwords

ROBOFORM FREE (Entry Level)

Limit is 10 logins or less. (not recommended)
o Next version is unlimited logins @ cost of $ 9.95 1*' year.. ROBOFORM EVERYWHERE

Will generate passwords for owner

Ease of Use — varies by site and user experience
o May not support all websites
Customer support available by phone (others only email)
Provides access across multiple platforms
e Synchronizes PW management across browsers and mobile devices
Stops working if you let subscription lapse

Very strong — Top 3 competitor (features, platforms, support — best)



